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MASTER OF SCIENCE IN CYBER SECURITY
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ECCU 523 – *Execu  Governance and Management  (EISM/CCISO) 

(Note: Students who are interested in taking the CCISO exam will need to purchase a voucher from the ECCU Bookstore; in order to take the CCISO exam, student 
must show at least 5 years of experience in three of the CCISO domains )









The Capstone is the   designed to allow students 
to demonstrate all program outcomes and draw on the knowledge and 
skills learned throughout the  program. Students can enroll in the 
Capstone  successful  of all core degree requirements but 
must be within semester credit hours of  Students must 
demonstrate  of a 3.0  grade point average and have 
the Registrar approval to register in this class.

This course focuses on the fundamental areas of  your defenses 
by discovering methods of developing a secure baseline and how to harden 
your enterprise architecture from the most advanced   provides 

 and  to reduce the  of advanced persistent 
threats.

This course focuses on the intricacies of manual   vs. 
and advanced analysis using reverse engineering to understand how 
popular Mobile OSs are hardened to defend against frequent  and 

Topics include mobile forensic challenges and process, mobile 
hardware design and architectures, OS architecture, boot process, and 
systems, threats and security, evidence  and analysis, 
reverse engineering, .

2*Cer ca on e am available to take upon successful comple on of the course

This course addresses various underlying principles and techniques for 
and responding to current and emerging computer security threats. 
emphasis is placed on computer forensics and its role in handling and 

responding to incidents. Through this course, students will be  in 
handling and responding to various security incidents such as network 
security incidents, malicious code incidents, insider  threats, 
incident response teams, incident management training methods, and 
incident recovery techniques in detail.

Upon successful  of this course, students may take the EC-

This course is designed to bring together all the components required for 
a C-Level  by combining Governance, Security Risk Management, 
Controls, and Audit Management, Security Program Management and 

 Security Core Concepts, Strategic Planning, 
Finance, and Vendor 

*Students who are interested in taking the CCISO exam will need to purchase a
voucher from the ECCU Bookstore. To take the CCISO exam, students must show
at least 5 years of experience in three of the CCISO domains.







*Cer ca on e am available to take upon successful comple on of the course











GRADUATE CERTIFICATE PROGRAM 
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IV. ECCU Graduate C e – Digital Forens *

Required Courses:
ECCU 502  Computer Forensics (CHFI)
ECCU 517 Cyber w
ECCU 521 ce  Mobile Forensics Security

3 Cre its 
3 Cre its 
3 Cre its 

ECCU Gr u te Cer c te – Di it l Forensics is esi ne  to emonstr te the require  skill set for  Computer Forensic Inves tor. Someone with the 
knowle e n  tr inin  provi e  by the courses in this r u te cer c te woul  be qu li e  for  Di it l Forensic Inves tor with the overnment t 
ny level, s well s for  priv te in ustry both on, or le in  n inci ent response te m. 

V. ECCU Graduate ate – I t Management and Business Co y

Required Courses:
ECCU 512 y   
ECCU 513 D r Recovery - (EDRP) 
ECCU 522 Inci t H in   Response (ECIH) 

3 Cre its 
3 Cre its 
3 Cre its 

ECCU Gr u te Cer c te – Inci ent M n ement n  Business Con nuity focuses on h n lin  n  respon in  to v rious security inci ents, 
i en fyin  vulner bili es n  t kin  ppropri te counterme sures to prevent inform on f ilure risks, n  the skills to i en fy, structure, forec st, 
envision, esi n, pl n, implement, ccount for, n  le   te m throu h ch n e th t h s been e ic lly e ce iz on. 

VI. ECCU Graduate – Leadership in 

Required Courses:

3 Cre its 
3 Cre its 
3 Cre its 

ECCU Gr u te Cer c te – The Execu ve Le ership in Inform on Assur nce is esi ne  to tr in Chief Inform on Security the skill set require  
to le n e cient

9 Credits

9 Credits

9 Credits

ECCU 511 l Business L p  
ECCU 515 Project ment in IT Security 
ECCU 523 Execu ve Govern nce n  M n ement (EISM/CCISO) 

Note: Students who are interested in taking the CCISO exam will need to purchase a voucher from the ECCU Bookstore. To take the CCISO exam, students must show 
at least 5 years of experience in three of the CCISO domains. 

*Cer ca on e am available to take upon successful comple on of the course



TESTING FOR EC-COUNCIL CERTIFICATIONS 

3

Many of the core courses in the Master’s and Bachelor’s 
degree program parallel the knowledge requirements for EC-
Council cer ca ons. 

Once a student has completed and passed the corresponding 
ECCU course, then they are eligible to test for the EC-Council 
cer ca on. Students must pass the test to achieve the cer ca on. 

Receiving a passing grade in the ECCU course does NOT guarantee a 
student will pass the cer ca on exam. Students are responsible for 
the cost of the CPENT and CCISO exams.

Note: Students who are interested in taking the CCISO exam will need to 
purchase a voucher from the ECCU Bookstore. To take the CCISO exam, 
students must show at least 5 years of experience in three of the CCISO 
domains. 
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ACADEMIC POLICIES AND GUIDELINES 
Grievance Procedure 
The following grievance procedure should be followed by the complainant: 

• The complainant should rst make a reasonable to resolve the grievance directly with the person or en ty they feel caused their complaint (without
placing themselves in harm).

• If a grievance cannot be resolved by a complainant’s ini al reasonable or if the grievance has not been resolved to the complainant’s sa sfac on  a
request for further ac on should be made in a detailed wri ng to the Academic Appeals Commi ee at academicappeals@eccu.edu within 10 business days of the
grievance. The Academic Appeals Commi ee will ini ate an inves ga on within 10 business days of receiving the wri en grievance and will then a empt to
resolve the ma er and will issue a decision to the complainant.

• If a complainant desires to further appeal a decision  a wri en statement must be submi ed to the University President within 15 business days of the
Academic Appeal Commi ee’s decision. A response will be given within 30 business days.

• Enforcing the New Mexico statutes and rules for all private postsecondary educa onal ins tu ons opera ng with a physical presence in the state of New
Mexico.

• Coopera ng with authori es seeking to resolve student complaints against state-authorized postsecondary educa onal ins tu ons and designated out-of-
state proprietary schools.

The Distance Educa on Accred ommission (DEAC) – Contact
inform n DEAC
1101 17th Street NW, Suite 808
Washington, DC 20036

7

www.deac.org. 
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GRADING SYSTEM 
The grading system used at EC-Council University is the A-F system (see below). Unless otherwise stated, the University awards grades in 
of academic performance in each course. Grade points are used to calculate the grade point average (GPA). 

Grade Point Average Calcula n 
The calcula on of the students' Grade Point Average or GPA will be the total number of credits per course (3) mul plied by the grade points earned divided by the 
total number of credits earned. Transfer credits are not included in GPA calcula ons. 

Bachelor’s Grading Scale Master’s/Graduate Cer ate Grading Scale 

LETTER GRADE RANGE OF POINTS GRADE POINTS 
A 93-100 % 4.00 

A- 90-92 % 3.75 

B+ 87-89 % 3.50 

B 83-86 % 3.00 

B- 80-82 % 2.75 

C+ 77-79 % 2.50 

C 73-76 % 2.00 

C- 70-72 % 1.75 

D+ 67-69 % 1.50 

D 63-66 % 1.00 

D- 60-62 % 0.75 

F  0.00-59 0.00

W  Withdrawal 

AW  Administra ve Withdrawal 

I Incomplete 

IP  In Progress 

R Retaken Course 

FD Failure Dropped 

LETTER GRADE RANGE OF POINTS GRADE POINTS 
A 93-100 4.00 

A- 90-92 3.75 

B+ 87-89 3.50 

B 83-86 3.00 

B- 80-82 2.75 

C+ 77-79 2.50 

C 73-76 2.00 

C- 70-72 1.75 

F 0-69 0.00 

W  Withdrawal 

AW Administra ve Withdrawal 

I Incomplete 

IP In Progress 

R Retaken Course 

FD Failure Dropped 
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Technology Management, Webster University;  
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Engineer Licensed in Virginia 
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as an Educationalist. He currently works as 
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league education institutions.

Dr. Kanchan Panta currently works as a Sr. 
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